A comprehensive method is presented in this work to locate faults in distribution systems with distributed generators (DGs). A two-level model is developed for this purpose with both telecommunication and telemetering data employed, so as to make good use of fused information for attaining a more credible optimization solution under scenarios with alarm distortions of feeder terminal units (FTUs) or loss during communication. First, at the upper level, an analytic model is developed to search all potential faulted sections/candidates based on the telecommunication data. Then, on the lower level, a model is presented using the telemetering data to identify the most likely fault location from the candidates provided by the upper model. The essential features of the two-level diagnosis model are demonstrated through a number of case studies. Simulation results have shown that the proposed approach is capable of not only locating the faulted section(s) in a distribution system with DGs but also identifying false and/or missing alarms.
Introduction
Due to the limitation of transmission line corridors, distributed generators (DGs) are being increasingly installed in many countries and regions to fill the power supply deficiency. DGs are generally directly connected to the utility distribution feeders, which changes legacy distribution systems with unidirectional power flow to systems with multiple power sources and bidirectional power flow. Consequently, during fault conditions, the DGs on feeders will also contribute to the fault current with the contribution degree depending on the DGs' capacity, which may bring about significant impacts on protection schemes and fault diagnoses of distribution systems. In Reference [1] , the conventional fault analysis method is extended to estimate fault current contributions under both balanced and unbalanced fault conditions. In Reference [2] , a novel approach is proposed to study the impacts of DG penetration on recloser-fuse coordination based on a classification technique. In Reference [3] , a new inverse-type relay is proposed to protect a distribution network with multiple served for demonstrating the essential features of the developed diagnosis scheme in locating a fault of a distribution system with DGs. Lastly, Section 4 presents concluding remarks. 
Model for Locating Faults in Distribution Systems with DGs
This section discusses the two-level model developed for locating faults in distribution systems with DGs. The framework of such a model is illustrated in Figure 2 . First, an analytical model is built up at the upper level based on the telecommunication data and the genetic algorithm (GA) is used to obtain the candidate hypotheses of the faulted devices. The model at the lower level is based on the telemetering data to filter out the faulted section(s) from the hypotheses provided by the upper level. An abrupt variation of the current magnitude is taken as a criterion in this process. The presented two-level model can not only diagnose the faulted section(s) by using both telecommunication data and telemetering data but also identify the incorrect and missing alarm messages. Among all the functions of a DFA, determining a fault location is regarded as the most important one. In a second type DFA scheme, an FTU can provide much richer remote information related to a fault location. Nevertheless, those FTUs are usually installed in outdoor and some other poor environments vulnerable to various communication interferences. To locate faulted sections in a distribution system using FTUs, as a result, one needs to thoroughly take into account all the uncertain factors such as potential false states and/or missing signals of FTUs.
Substantial research has been carried out in distribution system fault diagnosis, and various models and algorithms have been proposed, including integrating available pieces of probability-based evidence for fault diagnosis [9] , using measurements from intelligent electronic devices (IEDs) for locating faults [10] , comparing the interrupted load with the actual load in each line for identifying faults [11] , analyzing the three-phase circuit to locate faults in an unbalanced distribution system [12] , and employing the wavelet-based artificial neural network for fault analysis [13] . Nevertheless, most of these fault-locating methods are for radial systems with a single source and are not applicable to distribution systems with DGs [14] . Hence it is necessary to develop new models and algorithms.
Current methods to trace faults in distribution systems with DGs fall into two categories. One is the matrix-based algorithm [15, 16] and the other is based on electrical data [2] . By analyzing the characteristics of fault currents, the matrix-based algorithm constructs the fault judgment matrix to identify the fault section. This algorithm makes use of only the telecommunication data from FTUs and may suffer insufficient or misleading information problems when experiencing communication network mistakes. Obviously, the deduced fault judgment matrix would then be unable to reflect the actual fault conditions and thereby obtained fault location could be inaccurate. The second category takes the current and voltage measurements all over the system to identify and isolate the faulted section. This approach, which relies on the DFA system equipped with reclosers, fuses, and relays, performs the diagnosis of the fault section using only the telemetering readings.
Given the above stated background, an FTU-based method is proposed in this paper to locate faults in 35 kV/10 kV distribution systems with DGs. Aimed at an integrated DFA system as shown in Figure 1 , the new method can improve the reliability of the fault diagnosis by virtue of redundancy of the exploited telecommunication and telemetering data, even though false and/or missing alarms during the communication process may occur from time to time. Since it is unlikely for multiple faults to occur on one feeder simultaneously, this paper studies the cases where only a single fault may occur on one feeder at a specified time point [17] . The paper is organized as follows. Section 2 outlines the two-level theoretical model of the method. In Section 3, a sample system is served for demonstrating the essential features of the developed diagnosis scheme in locating a fault of a distribution system with DGs. Lastly, Section 4 presents concluding remarks.
This section discusses the two-level model developed for locating faults in distribution systems with DGs. The framework of such a model is illustrated in Figure 2 . First, an analytical model is built up at the upper level based on the telecommunication data and the genetic algorithm (GA) is used to obtain the candidate hypotheses of the faulted devices. The model at the lower level is based on the telemetering data to filter out the faulted section(s) from the hypotheses provided by the upper level. An abrupt variation of the current magnitude is taken as a criterion in this process. The presented two-level model can not only diagnose the faulted section(s) by using both telecommunication data and telemetering data but also identify the incorrect and missing alarm messages. 
The Analytic Model at the Upper Level
The main design of the analytic model at the upper level is to formulate an optimization problem with the objective function reflecting the discrepancy between the actual and the expected alarm messages. The fault location in distribution systems is thus described by such an unconstrained 0-1 integer programming problem and the GA is exploited to search for a fault hypothesis (FH) or hypotheses (FHs) which could well explain the received alarm messages [18, 19] .
In the analytic model searching for the fault location, each of the sectionalizing switches, the tie switches, and the inbound circuit breakers is viewed as a node, and every transmission line between the nodes is regarded as an independent device. In the DFA system, each node is equipped with an FTU to acquire the telecommunication, telemetering, telecontrol, and teleregulation data. Whenever there is a fault, each FTU will upload the state change information of the switch and collect the fault information including the magnitude and the direction of the fault current and voltage, and the fault temporal data [20] . Once the detected current exceeds a preset value I Jzd , the corresponding FTU will treat it as a fault current, with the FTU state change from 0 to 1 being reported to the MS. To avoid false operation of the FTU, I Jzd should be set larger than the maximum load current of the system. More details are further discussed below, including the FHs, the objective function, the expected state of the sectionalizing switch, and the solving algorithm of the GA-based analytic model.
The Fault Hypotheses (FHs)
The following are the three vectors forming a fault hypothesis: By taking into account missing and false alarms from FTUs, an FH can be expressed as
Logically, each FH can be easily identified as either a reasonable FH or a contradictory FH. While a reasonable FH could potentially match the real fault, a contradictory FH should be excluded as a candidate due to its inconsistency. For example, it is impossible to have the missing state and the false state simultaneously with the same FTU as a contradictory FH might suggest [21] . When constructing the function to calculate the expected state of a sectionalizing switch, therefore, the logical rationality of the FH should be scrutinized to eliminate all the contradictory ones.
The Objective Function
The formulation of the objective function F it (H) will directly affect the accuracy of the diagnosis regarding to the fault location. As discussed earlier, the fault locating is modeled into an unconstrained 0-1 integer programming problem to minimize the objective function F it (H), which is defined as the discrepancy between the actual and expected FTU states:
where I j and I * j (H) are the actual and expected states, respectively, of the sectionalizing switch corresponding to the jth FTU.
We have pointed out that the flow of distribution systems will change from unidirectional to bidirectional due to the connected DGs. Therefore, the power flow from the original power source to the loads and/or the DGs is defined as the positive direction as shown in Figure 3 , which makes it insensitive to the capacity and the access points of the DGs when detecting the positive direction during a fault, and thereby improves the reliability of fault location diagnosis. By considering the influence of the connected DGs, I j is determined as follows: We have pointed out that the flow of distribution systems will change from unidirectional to bidirectional due to the connected DGs. Therefore, the power flow from the original power source to the loads and/or the DGs is defined as the positive direction as shown in Figure 3 , which makes it insensitive to the capacity and the access points of the DGs when detecting the positive direction during a fault, and thereby improves the reliability of fault location diagnosis. By considering the influence of the connected DGs, j I is determined as follows: 
The Function for Evaluating Expected States of Sectionalizing Switches
According to the literature survey on fault location diagnosis in distribution systems, the expected states of sectionalizing switches are traditionally determined by the received device information without considering uncertainty factors like missing and/or false states of FTUs [1] .
For convenience, in this paper, the expected states of sectionalizing switches are replaced by that of the corresponding FTUs. In the studied distribution system, the related-device set is defined as all the downstream components (along the positive direction) of the sectionalizing switch. Any faults of the related devices will, as expected, set the state of FTU to 1 providing that the FTU is in normal operation. Therefore, * ( )
represents the ith device in the related-device set of the j th sectionalizing switch. Figure 3 shows the structure of a distribution system with DGs, and the related-device set of each sectionalizing switch is listed in Table 1 . Table 1 . Relationship between sectionalizing switches and devices. 
Sectionalizing Switch Related-Device Set
S1 {d1, d2, d6} S2 {d2} S3 {d3, d4, d5, d7} S4 {d4, d5, d7} S5 {d5} S6 {d6} S7 {d7}
The Function for Evaluating Expected States of Sectionalizing Switches
For convenience, in this paper, the expected states of sectionalizing switches are replaced by that of the corresponding FTUs. In the studied distribution system, the related-device set is defined as all the downstream components (along the positive direction) of the sectionalizing switch. Any faults of the related devices will, as expected, set the state of FTU to 1 providing that the FTU is in normal operation. Therefore, I * j (H) = ∑ d i , where d i represents the ith device in the related-device set of the jth sectionalizing switch. Figure 3 shows the structure of a distribution system with DGs, and the related-device set of each sectionalizing switch is listed in Table 1 . 
at least one device in the related-device set of s j is faulty; thus, the state of FTU should be 1 but the corresponding FTU failed to issue an alarm
it is logically impossible to have a missing and false alarm occurred at an FTU simultaneously.
By analyzing the logics of the truth table, the expected state of the sectionalizing switch can be computed using:
Equation (4) consists of two components ∑ d i ⊗ l j ⊗ w j and ∑ d i ⊗ l j ⊗ w j , with the former reflecting the case that has at least a fault in the related-device set of s j and the FTU is working properly, and the latter reflecting the case that has no faults in the related-device set of s j but the FTU is not working properly. Both cases will lead to I * j (H) = 1. The contradictory FHs, after further analysis, can be grouped into three types labeled with X as shown in Table 2 . At the upper level, if H is a contradictory one, F it (H) should be assigned a large value, say, F it (H) = 10, 000, so that they will be weeded out quickly in the iterative process of minimizing the objective function.
The Solving Algorithm
At the upper level, the optimization problem described by Equation (2) can be solved using GA techniques. The optimizing procedures are summarized below.
Since it is difficult to determine a unique optimal solution due to the existence of uncertain factors, a group of candidates for the optimal solution could be kept during the course of the optimization. In each generation of the GA, the chromosome(s) corresponding to the minimum value of the objective function is (are) recorded. When a better objective function value is obtained in a new generation, the corresponding chromosome(s) is (are) recorded to replace the original one. Otherwise, the record is unchanged. In this way, the final solution could be a single or a group of chromosomes, known as the elitist strategy of GA [18] .
Power system fault diagnosis is limited to the devices in the outage part of the power system concerned. Since the number of these devices is usually small, GA is fast enough for on-line fault diagnosis applications. The use of GA only provides a solution method to the presented fault diagnosis model. Certainly, other options exist for solving the problem.
The Lower Level Model: Locating a Fault Based on Electrical Data
Existing matrix-based optimization algorithms for locating faults in a distribution system employ only the telecommunication data without sufficient information redundancy while there are actually more information sources available. Aside from the telecommunication data, i.e., the state data, the telemetering data (electrical data) can also be exploited. Using both of them can definitely improve the accuracy of fault location diagnosis for distributed systems vulnerable to false and/or missing alarms of FTUs.
The Concept of Stiffness Ratio
The penetration of DGs in distribution systems would cause variation in electrical data. The stiffness ratio is introduced for the convenience in studying this influence. According to IEEE Standard 1547.2-2008, the stiffness ratio (S t ) is defined as "the relative strength of the area EPS (electric power system) at the point of common coupling (PCC) compared with the DR (distributed resource), expressed in terms of the short-circuit kilovolt amperes of the two systems, calculated at the PCC". Here the DR is short for distributed resources, including both distributed generators and energy storage devices. Thus, S t is calculated using:
where S eps is the short-circuit contribution in kVA from all other power sources in the area EPS and S DG is the short-circuit contribution in kVA from all the DGs [17] .
A Model to Locate a Fault Based on Electrical Data
The candidate FHs obtained from the upper level analytic model are sorted according to the following rule of thumb: (1) Put the FHs in an order determined by the principal priority factor, i.e., the number of the faulted devices. The smaller the number is, the higher priority the corresponding FH becomes (an earlier position in the list). The FH with no faulty devices, however, should be placed at the end. (2) For the FHs with the same number of faulted devices, the second priority factor is applied. A larger sum of false and missing alarms leads to a lower priority. (3) To break the tie of (1) and (2), the number of missing alarms will be employed. In general, a missing alarm is more likely to occur than a false alarm is according to the statistics, thus the FH corresponding to a larger number of missing alarms is regarded as having a higher priority. Through sorting the FHs in accordance with the priorities of all fault scenarios, the lower level model could be improved significantly in terms of the accuracy and efficiency in searching for the optimal FH.
From the geographical location point of view, the fault in a distribution system can be divided into two types: (1) a fault at the T-point, i.e., at the terminal of a feeder; or (2) a fault occurred between the T-point and the incoming circuit breaker, the middle of a feeder.
A fault at the terminal T-point
When a fault occurs at the terminal T-point, i.e., at one of the three devices constructing the terminal, the FTU installed at the main power source side will detect the fault overcurrent. Consequently, the faulted section could be identified by analyzing the abrupt variation of current magnitude at the three related FTUs.
Take the system shown in Figure 3 as an example, where the terminal T-point consists of d 4 , d 5 , and d 7 . If there is a fault at this terminal T-point, the detected current from the FTU 4 will exceed the preset I Jzd . Then, currents from the FTU 5 and FTU 7 are further checked to find whether there is an abrupt current change. If the current magnitude monitored by FTU 5 (or FTU 7 ) exceeds 2 I Jzd , then the faulted section is d 5 (or d 7 ) . In either case, the voltages monitored by each FTU present a monotonic decrease along the positive direction, which could be exploited as the second criterion for locating the fault. If neither of FTU 5 and FTU 7 detects a sudden current change (>2 I Jzd ), d 4 is identified as the faulted section.
A fault at the middle section of a feeder
When a fault occurs at the middle of a feeder, the current magnitudes detected at the two sides of a healthy device are approximately the same, meanwhile the ratio between the absolute current detected by the upstream and the downstream FTUs of the faulted device exceeds a certain given threshold:
where I d i k−1 and I d i k are the upstream and the downstream fault currents, respectively, of device d i detected by FTU i , and k yz is the specified threshold. Because in terms of the short-circuit capacity, the main power source is usually much larger than the DGs [17] (e.g., with a stiffness ratio S t ≥ 20), the contribution from the system side to the fault current is, in general, one order of magnitude larger than that from the DG side. Thus, the faulted section could be determined by using Equation (6), where k yz is related to the actual S t of the distribution systems. For instance, if S t = 20, the ratio S eps /S DG = 19, giving k yz = 19. Considering the impacts of the load current and the feature of the impedance, a certain margin should be maintained in setting k yz .
Application Examples
The distribution system shown in Figure 3 is adopted as the study system to demonstrate performance of the developed two-level model.
At the upper level, the related parameters of GA are set as population size pops = 100, maximum permitted iteration number MG = 1000, crossover probability Rc = 0.3, and mutation probability Rm = 0.6. At the lower level, the system model for the 10-kV level is built up using the GRS toolboxes developed by the Join Bright Company in Beijing, China. The related parameters are specified as: the transformer capacity is 31.5 MVA, the apparent power demands of Load 1 and Load 2 are respectively 5.9 MVA and 5 MVA, and the capacities of DG1 and DG2 are both 1.5 MVA. Besides, the parameters of feeders are given in Table 3 where the threshold k yz is set to 8. In Table 3 , R 1 and R 0 , and X 1 and X 0 , are, respectively, the positive and zero sequence resistance and reactance. The follows are the diagnoses of several types of faults often encountered in a power distribution system. Scenario 1: Suppose that a fault occurs on d 4 at the terminal T-point. The detected currents I 3 and I 4 on FTU 3 and FTU 4 should then be set to 1 according to Equation ( Table 4 . A three-phase metal grounding fault occurred in the middle of d 4 is simulated using GRS. The maximum load current is 600 A, thus the value of I Jzd should be set to more than 600 A. The fault currents are calculated as 127 A on FTU 1 , 2732 A on FTU 3 , 2732 A on FTU 4 , and 527 A on FTU 7 . The fault does not occur on the corresponding terminal T-point where S 1 locates because the fault current on FTU 1 is less than I Jzd . Fault overcurrent is monitored on S 4 , and the fault current magnitudes on S 7 and S 5 do not match the abrupt-variation criterion, with the threshold set as 2 I Jzd . Therefore, the preliminary diagnosis result of the fault section is d 4 .
As shown in Table 4 (Table 4) .
As having done in Scenario 1, a three-phase metal grounding fault occurred in the middle of d 3 is simulated. The fault currents are calculated as 225 A on FTU 1 , 4818 A on FTU 3 , 488 A on FTU 4 , and 488 A on FTU 7 , and the value of I Jzd is set to a larger value than the largest load current 600 A. Since the fault currents detected by FTU 1 and FTU 4 are both less than I Jzd , there should be no fault at the terminal T-point. However, the calculated absolute value ratio between the currents on FTU 1 and FTU 4 respects Equation (7), thus the preliminary diagnosis result of the fault location is d 3 .
The matched candidate FH is found using Table 4 In this situation, the fault information is not correctly reflected by the "fault judgment matrix" adopted in References [15, 16] , which will lead to a misleading diagnosis result.
Scenario 3: Suppose that the upstream FTU of the faulted section fails to report the fault information. For example: a fault occurs on d 4 , whereas the missing alarm occurs on FTU 3 . With the critical fault information missed in this case, i.e., I j = [0 0 0 1 0 0 0], the diagnosis result of the analytic model is shown in Table 5 . The FH for a fault occurring on d 4 with missing alarms on FTU 3 is ranked as the first among all the candidates. The fault current calculation at the lower level is the same as that of Scenario 1. After performing the two-level diagnosis, the fault is located at d 4 even though FTU 3 has failed to set an alarm.
When a large number of critical fault information is missing or incorrect, it may be unable to determine the exact faulted location. Some different methods could be used in those scenarios [22] [23] [24] . For some cases where the protection system is reliable with complete alarms, it is appropriate to formulate the fault diagnosis as an optimization problem to minimize the discrepancy between the actual and expected alarms. In other cases when the alarms are accurate but incomplete, the minimum cover set index can be taken as the objective function of the optimization. In still others, when a large number of critical alarms is false or missing, the fault diagnosis should employ multi-source fault information to reduce the impacts brought about by the false and/or missing alarms. In any case, it is worth studying the fault diagnosis with insufficient information, especially when the false/missing alarms are crucial. Scenario 4: A large number of alarms are missing or incorrect. As shown in Figure 3 , where a fault occurs on d 4 with false alarms on FTU 1 and FTU 5 , and the alarm of FTU 3 is missing, i.e., three out of seven FTUs are not working properly. In this fault scenario, the uploaded states are I j = [1 0 0 1 1 0 0] while it is supposed to be [0 0 1 1 0 0 0] should all the FTUs be in normal operation. The sorted diagnosis results are shown in Table 6 . The actual fault is covered by the candidate FHs, as given by the fourth row of Table 6 , demonstrating that the proposed method can even handle fault diagnoses in such a complicated environment.
Whenever both the telecommunication and the telemetering data are missing at the same time, some other data acquisition systems installed in the distribution system could be employed to obtain the alarm messages for the fault diagnosis. The alternative devices include remote terminal units (RTUs), distribution terminal units (DTUs), and three-phase current transformers, to name a few.
Conclusions
Existing fault diagnosis methods based on communication systems rarely consider the uncertainties presented by FTUs. Furthermore, the influence of DGs connected to a distribution system presents new challenges in identifying the fault location. Considering these factors, a two-level model for locating faults in a distribution system with DGs is developed. An analytic model to determine the faulted section is first built up at the upper level with the objective function being defined as the discrepancy between the actual states of sectionalizing switches and the expected states calculated according to the fault hypothesis and the potential false and/or missing alarms. GA is used to search for all the reasonable candidate FHs. Based on the telemetering data, a lower level model is then built up to find the FH from the candidates that best explains the received alarms. The two-level model presented can not only diagnose the faulted section(s), but also identify the incorrect and missing alarms. Both telecommunication and telemetering data are used in the two-level model, thus the accuracy of fault diagnosis could be promoted for the situations with distorted and/or missed alarms, compared with the traditional matrix-based algorithms with only telecommunication data employed. Finally, the feasibility and fault tolerance capability of the developed model are demonstrated by case studies with various fault scenarios.
